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Abstract. The development of the latest information technologies, the high degree of
development of the information content of society, the change in social and industrial
relations, the strengthening of the role of innovation in the financial sector lead to the
emergence of new forms of money that are more convenient and also instantly allow you to
pay for any product or service. In modern market conditions, electronic money and digital
currency are becoming more common. The latter, in turn, gives its owner the right to new
opportunities in economic relations, but is also associated with the emergence of certain
economic risks. This raises the urgent issue of identifying and neutralizing economic risks
associated with the introduction of digital currency and the possibilities of ensuring its proper
legal regulation.
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Kuiscoxuii nayionanvHuil yHigepcumem mexnHono2itl ma Ou3auny
TEOPETHUYHI OCHOBHU, AKTYAJIBHI IIPABOBI IMTAHHSA TA PUBUKHU
JETAJIBALIT HM®POBOI BAJTIOTU B EKOHOMIUHIN CUCTEMI YKPATHU

AHoTanisi. Po3BUTOK HOBITHIX 1HQOpPMAIIIHUX TEXHOJOrIH, BUCOKHH CTYIIHb
PO3BUTKY 1H(GOPMATUBHOCTI CYCIIJIbCTBA, 3MiHA CYCHUIBHUX Ta BUPOOHMYUX BiTHOCHH,
MiACUIICHHS POJIi IHHOBAIH y (hiHaHCOBIN cepi MPU3BOIATH 0 TOSBU HOBHUX ()OPM TPOIIEH,
K1 € OUIBLI 3pyYHUMH, @ TAKOXK MUTTEBO JO3BOJISIOTH 3/IHCHUTHU OIJIaTy 3a Oyab-KUi TOBap
Yyl Mochayry. B cydacHMX pHUHKOBUX YMOBax Bce OLIBIIOrO MOIIMPEHHS HalyBarOTh
€JIEKTPOHHI rpomri Ta udposa Bamora. OcTaHHs, B CBOIO Yepry, HaJae NpaBo ii BIACHUKY Ha
HOBI MOXJIMBOCTI B TOCIIOJIAPCHKUX BITHOCHHAX, POTE 1 MOB’S3aHa 3 BUHUKHEHHSIM MEBHUX
€KOHOMIYHUX pH3MKIB. 3 1BOr0 IIOCTa€ akTyaJdbHE MMTAaHHS WLIOJ0 BUSBJIEHHS Ta
HelTpaiizanii eKOHOMIYHUX PHU3UKIB, MMOB’SI3aHMUX 13 BIPOBAKEHHAM HHU(POBOI BaJTIOTH Ta
MO>KJIMBOCTSIMU 3a0e31eueHHsI i HaJIeXKHOTO NPaBOBOTO PETYJIFOBAHHS.

KirouoBi ciioBa: pu3uky; eKOHOMIYHI pU3KKH; H(POBA BAIIOTA; IEKTPOHHI TpOIIIi;
npaBoBe peryntoBaHHs; [ T-TexHoI0r1{; maxpalicTBO; CTpaXyBaHHs; BIpTyalbHa BaJIIOTA.
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Kuesckuii nayuonanvHulil yHugepcumem mexHonocuil U Ou3auta
TEOPETUYECKHUE OCHOBBI, AKTYAJIBHBIE ITPABOBBIE BOITPOCHI U
PUCKMU JIETAJM3ALIUU IUP®POBOM BAJIIOTHI B 3KOHOMUYECKON
CUCTEME YKPAUHbBI
AHHOTanus. Pa3Butre HOBEHINX MHPOPMAITMOHHBIX TEXHOJIOTHI, BBICOKAsI CTETIEHB
pa3BuUTUSl MHOOPMATUBHOCTH OOIIECTBA, U3MEHEHHE OOIECTBEHHBIX U IMPOU3BOJCTBEHHBIX
OTHOIICHHUW, YCWJICHHWE pPOJIM MHHOBAIMA B (prHAHCOBOW cdepe NMPHUBOIAT K TOSBICHUIO
HOBBIX ()OpPM JIEHET, KOTOpBIE SBIAIOTCS Ooyiee yAOOHBIMHU, a TaK)K€ MTHOBEHHO IMO3BOJISIFOT
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OCYILECTBUTH OIJIATy 3a JII0OOM TOBap WK yCIyry. B coBpeMeHHBIX pPhIHOYHBIX YCIOBUAX BCE
Oonblliee  paclpoCTpPaHEHHE IIOJNYYAlOT »AIIEKTPOHHBIE JEHBIM M LU(pOBas BaloTA.
[Tocnennsisi, B CBOKO OdYepenb, JACT IPABO €€ BIAACIbIy Ha HOBBIE BO3MOXHOCTH B
XO3SIICTBEHHBIX ~OTHOILIEHUSX, HO M CBf3aHa C BO3HUKHOBEHUEM OINPEIEIICHHBIX
SKOHOMHMYECKHX PHUCKOB. C 53TOr0 BO3HUKAET aKTyaJbHBIM BONPOC IO BBIABICHUIO U
HeUTpanu3anuy 3KOHOMUYECKUX DPUCKOB, CBSI3aHHBIX C BHEApPEHHEM LU(POBOM BalIOTHI U
BO3MOXKHOCTSIMHU OO€CIIEUEHUs €€ HaJIeKaIEero MPaBoBOro PEryIUPOBAHMSL.

KiroueBble cjioBa: puCKH; 5)KOHOMUYECKHE PUCKU; U(POBas BaJIIOTA; 3IEKTPOHHBIE
JEHbIW; TpaBoBoe perynupoBaHue; [T-TexHONOrMM; MOIIEHHUYECTBO; CTPAaXOBAHUE;
BUPTYyaJbHasl BAJIIOTA.

Introduction. Lately, particular attention has been paid all over the world to the issues
of digital currency and electronic money, their use, issue and circulation. New means of
payment, technology, services, contribute to the emergence of a number of issues of digital
currency issuance by central banks of different countries. This process is not possible without:
legal regulation of electronic and digital currencies; carrying out legal assessment and
analysis of economic risks related to cryptocurrency ownership; research and study of the
forms of money that determine the degree of ownership risk for their owners.

Thus, there is an exploration of the various legal procedures for the functioning of
money before they become cryptocurrency. At the same time, attention is paid to the risks,
since cryptocurrency works slightly differently.

The relevance of research. Nowadays, society is in the conditions of rapid
development of information and telecommunication technologies that are used daily in
people's lives. IT systems and communication tools facilitate and accelerate the
interconnection between business entities of different forms of ownership. The information
currency is not provided, it is characterized by the convenience of using it when buying and
transferring money to the Internet among users, so the peculiarity of this currency lies in its
uniqueness as a means of exchange and use that characterizes it as a software product.

Analysis of recent research and publications. The issues of digital currency, the
risks associated and the fundamentals of the legal support of functioning have been the
subject of many works by prominent academic economists, among which are: E.P. Ellinger,
E. Lomnicka, C.V.M. Hare, 1. Kaminska, R. McMillan, Nakamoto Satoshi, G.A. Dymenko,
T.V. Kapelyushnaya, A.A.Loban, A.Yu.Dyachek, Ya.l. Sardak, N.A. Mostovenko,
S.V. Naumenkova, V.I. Mishchenko, S.V. Mishchenko, N. Panteleeva, V.V. Priyan,
M.A. Tchaikovskaya, O.A. Shuba, Yu.Yu. Goncharov, A.V. Bulygin and other.

The aim of research is to clearly demonstrate the risks posed by owners of different
forms of money, to identify the risks inherent in digital currencies in countries that actively
use to account for them in the project of creating a digital currency of the central bank in our
country.

Results of the investigation. Currently, the company is in the conditions of rapid
development of information and telecommunication technologies and actively uses them in
everyday life. Interconnected telecommunication systems, computer networks and
information transmission tools simplify and accelerate the relationship between economic
entities. Information, information technology and the economy are interlinked in terms of
"information economy" and "digital economy", the main space of which is the Internet, which
determines the spread of digital currency. The information currency is not provided with
anything, it is characterized by ease of use when buying and transferring money to the
Internet network among users. The peculiarity of the currency is its uniqueness as a medium
of exchange, as well as its use, it is a software product. The very name of cryptocurrency is a
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combination of the two words "crypto" (protection of the transaction chain, protection of the
database, which are carried out with monetary units) and "currency" [5; 6].

The issue of cryptocurrency exists as if imaginary, since banking institutions cannot
issue it, since it does not control and receive payment for certain operations with it. The term
"cryptocurrency” is defined by the draft Law of Ukraine No. 7183 dated 10/06/17 of the Year
"On Circulation of Cryptocurrency in Ukraine" as a program code (a set of symbols, numbers
and letters) that is an object of property right that can act as an exchange medium, information
about which are entered and stored in the blockchain system as accounting units of the current
blockchain system in the form of data (program code) [15].

According to the draft Law "On Stimulating the Cryptocurrency Market and Their
Derivatives in Ukraine" dated 10/10/2017, cryptocurrency is a decentralized digital
measurement of value, which can be digitally expressed and functions as a means of
exchange, storage of value or unit of account based on mathematical calculations, is their
result and has cryptographic accounting protection. Cryptocurrency for the purposes of legal
regulation is considered a financial asset [14]. And you can get it only through mining, and
according to the same law, mining (mining) of cryptocurrency is the activity of individuals
and legal entities to conduct mathematical calculations in order to receive rewards in the form
of cryptocurrency units [14]. Cryptocurrency, electronic or virtual currency — an electronic
exchange mechanism that was originally conceived for online sale or money transfer between
network users. Emission and accounting of cryptocurrencies is based on the use of
asymmetric encryption and cryptographic protection methods, and the functioning of the
system is decentralized in a distributed computer network [8; 9].

The legal aspects of maintaining and regulating the existence of this type of currency
require a detailed study, therefore it is necessary to analyze the consequences of using
cryptocurrency in terms of risks and legal classification, it is necessary to find their place in
the legal system [5]. Thus, cash is a claim for the payment of money in primary material form.
Today, economists are primarily concerned about the risks that arise for each individual type
of money, depending on their degree of liquidity.

However, we can assume that in the era of the digital economy it is advisable to pay
more attention to the various forms of legal rights of precisely digital currencies. It should be
noted that risks are inevitable even for cryptocurrency, which is considered safe today. The
main risk arises as a result of fraud, which is difficult to determine, in order to fix it, you need
to provide for all its forms, focus on possible ways or means of fraud. With the rapid
development of technology, the possibilities of scammers are growing, so the question of its
elimination is especially acute. Currently, electronic money has gained distribution — units of
value that are stored on an electronic device are accepted as a means of payment by other
persons in cash or non-cash form [7].

Since 2009, Bitcoin appeared — an electronic payment system based on cryptographic
evidence instead of trust, which allows any two interested parties to carry out direct
transactions with each other without the need for a trusted third party [10]. Through the
central role played by cryptography in the system, Bitcoin, its derivatives are called
cryptocurrency. After validation, Bitcoin operations are irreversible. Unlike DigiCash, the
absence of an issuer or a trusted third party means that bitcoin and other cryptocurrencies
cannot be considered as a claim personally against the issuer and therefore should be analyzed
differently from bank money and previous forms of digital money. Cryptocurrencies differ in
nature from material money in the form of banknotes and coins. It should be noted that as a
result of a study of works [9-18] it was determined that cryptocurrency is vulnerable at
several levels. Some assumptions regarding its weaknesses are theoretical, but many of them
are actually used in practice. On a personal level, a person’s private cryptographic key may be
"stolen". If it is stored electronically on your personal computer or mobile device, then this is
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a "theft" or hack that can be achieved using interspersion or email applications, or using
keystroke recorders or software to track a private cryptographic key, which he introduced.
Even if the private cryptographic key is not stored electronically, but offline, for example,
using the so-called paper wallet, access to the private cryptographic key still allows the thief
to get to bitcoin. There are also security flaws at the network level, although the threat here
mainly remains only in theory [5].

According to the Financial Times, "the on-line lists led by members of the Bitcoin
community indicate that bitcoin exchanges were subjected to 60 carefully planned and serious
hacker attacks. In general, it was noted that almost every day, the main companies that host
the financial data were attacked by intruders. Most of the companies did not have adequate
basic protection measures, some were behind the technological capabilities and ingenuity of
hackers, which they could not counteract as a result of technological backwardness".

Thus, antivirus software accurately detects the majority of malware, but only a small
part of the threats from the software. A large number of malicious software appears daily,
today not one system is not protected from fraud, most often attackers focus on the weakest
link in the system, and in the case of bitcoin and other cryptocurrencies that use blockchain
technology, end users (including the exchange) will often be the weak link cryptocurrencies),
not the integrity of their ledgers, which seem to remain largely secure [19]. So, cybercrime is
intensifying, cyber risk is growing in the financial sector, so you need to take into account all
possible variations of threats as much as possible and resist attacks from cyber criminals.
Since the popularity of electronic currency is noted and interest in this type of payment is
growing all the time, many countries are considering the possibility of issuing their own
digital currency by central banks. Countries whose central banks are studying the possibility
of issuing digital currency can be divided into three groups [5]:

1) countries conducting digital currency research;

2) countries that have taken practical steps to issue digital currency;

3) countries that have criticized the idea of digital currency or curtailed their research
on this topic.

Ukraine belongs to the group of countries that are exploring the possibility of issuing
digital currency and is one of five countries that is practically developing a pilot project to
introduce its own digital currency — e-hryvnia [5]. The National Bank in the framework of the
project set the following goals: testing distributed ledger technology (DLT) as the
technological basis for issuing and circulating electronic hryvnia and testing the ability to
implement such projects. The Bank lists the risks that may arise in the event of the
introduction of currency [16; 17]:

- technology risk;

- the risk of influence on the implementation of monetary policy;

- risk of violation of financial stability;

- reputational risks for the central bank.

It seems that from the first days of the advent of digital currencies, central banks
expressed interest in them, including their suitability for widespread use and / or the possible
replacement of tangible or banking assets with digital ones.

This issue needs to be more thoroughly considered and assessed the extent of the
problems and risks associated with its implementation or adoption as a substitute for material
means [4; 5]. By their nature, like bank money (which most people consider digital money),
they are subject to the risks of loss as a result of cybercrime.

However, the former are usually covered by other investors in the form of fees and
bank charges, and the latter, as a result of theft from a cybersite, is an unlimited crime where
it is very difficult to identify the culprit. Automation allows a criminal to achieve a
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significantly larger number of thefts (relatively few offenders can cover a very large number
of victims in a short period of time).

Conclusions and suggestions. Any central bank that is serious about issuing digital
currency should thoroughly consider the problem of cybersecurity at the individual user level,
and also introduce a certain form of insurance for loss, due to hacking, or both. It is necessary
to conduct a gradual introduction of currency, while maintaining the constant use of coins and
banknotes. When developing digital currencies, you need to beware of the hype surrounding
the blockchain technology, which is the basis of bitcoinin and other cryptocurrencies. The
blockchain cryptographic recording system is aimed exclusively at the problem of double
expenses and does not protect against any other types of fraud. In other words, the blockchain
protects the network from user fraud, but does not protect users from outside fraud, so you
need to take into account all possible risks and ensure proper legal regulation, therefore this
issue should be investigated in parallel and with a warning along with the development of
digital currencies [5].
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